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Abstract
Electric distribution utilities, the companies that feed electricity to end users, are overseeing a technological transformation of their networks, 
installing sensors and other automated equipment, that are fundamentally changing the way the grid operates.These grid modernization efforts will 
allow utilities to incorporate some of the newer technology available to the home user – such as solar panels and electric cars – which will result in a 
bi-directional flow of energy and information. How will this new flow of information affect control room operations? How will the increased 
automation associated with smart grid technologies influence control room operators’ decisions? And how will changes in control room operations 
and operator decision making impact grid resilience? These questions have not been thoroughly studied, despite the enormous changes that are 
taking place. In this study, which involved collaborating with utility companies in the state of Vermont, the authors proposed to advance the science 
of control-room decisionmaking by understanding the impact of distribution grid modernization on operator performance. Distribution control room 
operators were interviewed to understand daily tasks and decisions and to gain an understanding of how these impending changes will impact
control room operations. Situation awareness was found to be a major contributor to successful control room operations. However, the impact of 
growing levels of automation due to smart grid technology on operators’ situation awareness is not well understood. Future work includes 
performing a naturalistic field study in which operator situation awareness will be measured in real-time during normal operations and correlated 
with the technological changes that are underway. The results of this future studywill inform tools and strategies that will help system operators 
adapt to a changing grid, respond to critical incidents and maintain critical performance skills.
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1. Introduction
Critical infrastructures are the assets, systems and networks so vital to the United States that their incapacitation or destruction 
would have a debilitating effect on security, national economic security, national public health or safety or any combination thereof 
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[1]. The Department of Homeland Security has identified 16 of these critical infrastructure sectors that are the backbone of our
nation’s economy, security and health; one of these is the energy sector, which includes the electric grid. The focus for this paper is 
onthe control centers for electric distribution utilities.Distribution centers, while smaller in scale than transmission centers, play a 
vital role in ensuring that electricity reaches the end user. Distribution control room operators must monitor grid load and coordinate 
with field crews for both routine switching tasks (such as scheduled maintenance on a particular line) and unplanned switching tasks 
(such as outages due to weather).  
Until very recently, distribution utilities operated using a traditional grid model in which the flow of information was one-way -
from the utility to the consumer. However,these utilities are on the brink of a paradigm shift from traditional grids to grids using 
newer smart grid technology.Grid modernization will incorporate some of the newer technology available to the home user – such as 
solar panels and electric cars – which will result in a bi-directional flow of energy and information.These changes will result in an 
increased use of distribution renewable generation sources, customer involvement in managing power demands and better outage 
management. Additional data will provide more visibility into what is happening in the grid, which is necessary to manage the more 
complex flow and resolve outages faster. However, this additional data may make it harder for the control room operator to identify 
actionable events, interpret the validity of the data and respond under stress. Faulty data may not be distinguishable from good data, 
making operator decision-making slow at best and wrong at worst. The introduction of more data may give the operator better insight 
into what is happening on the grid, but it may also result in slower overall operator response time which can conflict with the utility’s 
priorityof getting customers back online as soon as possible.The additional sensors might also translate to more alarms alerting in the 
control room that may result in a stressful state of information overload and diminished decision-making among operators. The newer 
smart grid technology is poised to have higher levels of automation, withsome equipment having the ability to automatically open or 
close without operator input. Past studies have shown that an increase in automation can result in a reliance on the automation which 
can lead to a decrease in situation awareness and more errors when automation fails or is incorrect [2]. Control room operators may
become reliant on automated systems, which will be paramount when the systems are working correctly but could result in longer 
outages when they fail. In summary, it is unclear how this paradigm shift will impactcontrol room operations and, in turn, grid 
resilience. 
Understanding control room operator decision-making is particularly important given the severe consequences of prolonged
outages. The ice storm of 1998 caused massive damage to trees and electrical infrastructure over parts of northern New England, 
northern New York and southeastern Canada. Millions were without power for days to weeks, leading to nearly 40 fatalities, and
storm damage was estimated at over $3 billion [3]. The 2003 blackout in the United States cut power to some 45 million Americans 
in eight states [4]. The most recent 2013 ice storm affected much of the United States and parts of Canada, resulting in millions 
without power, 27 deaths and over $200 million in damages [5].Despite the significance of these past outages, little research has been 
performed to understand how smart grid technology and information will influence decision making in distribution control room 
operations. How will the increased automation associated with smart grid technologies influence control room operators’ decisions
and how will that emerge during another severe outage? How will changes in control room operations and operator decision making 
impact grid resilience? These questions have not been thoroughly studied, despite the enormous changes that are about to take place.  
In this project, the authors collaborated with utility companies in the state of Vermontto better understand the impact of grid 
modernization on distribution control room operations. Vermont is one state in which grid modernization will be taking place, 
making this collaboration a tremendous opportunity. Working with Vermont control room operators, factors important to successful 
control room operations and, in turn, grid stability and resilience were identified. To better understand daily control room tasks and 
decisions, the authors used Applied Cognitive Task Analysis and the Critical Decision Methodmethodologies. These methods 
allowed for a better understanding of the current distribution control room operator’s tasks and how the impending grid 
modernizationchanges might impact tasking and decision-making.
2. Methodology
Based on conversations with control room operators from numerous Vermont utilities, our research focused on unplanned 
switchingtasks and scenarios. Unplanned switching is performed to restore power due to unexpectedoutages (e.g., trees falling on 
lines during stormy weather, animals chewing through lines, cars running into poles, etc.). During such an outage, the operator must 
pin-point the exact location of the outage, evaluate options to re-route power and coordinate with the field crews so the lineand flow 
of power can be restored. Meanwhile, numerous alarms are going off in the control room, phones are ringing and customers are 
pressuring the utility to restore electricity. As such, unplanned switching tasks are often highly stressful and overwhelming, requiring 
rapid, critical decision-making and involving a high level of cognitive effort.
Two distribution control room operators from a single utility company in Vermont were interviewed about unplanned switching 
using the Applied Cognitive Task Analysis and Critical Decision Method, which is similar to the methodology used in related past 
literature [6, 7].
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2.1. Applied Cognitive Task Analysis
Applied Cognitive Task Analysis [8] is a methodology in which interview methods are used to extract information about the 
cognitive demands and skills required for a task. This method is composed of three different techniques to elicit different aspects of 
cognitive skill: task diagram, knowledge audit and simulation.The simulation technique was not used and so it is not presented.
2.1.1. Task diagram
The task diagram provides the interviewer with a broad overview of tasks and highlights difficult cognitive portions of the task.  
The interview consists of a series of questions, such as “Think about when you complete a task.  Can you break this task down into 
less than six, but more than three steps?” and “Of the steps that you have just identified, which require difficult cognitive skills? Skills 
include judgements, assessments, problem-solving and thinking skills.”
2.1.2. Knowledge audit
The knowledge audit identifies ways in which expertise is used in a domain and provides examples based on actual experience.  
As each aspect of expertise is uncovered, it is probed for concrete examples in the context of the job, cues and strategies used, and 
why it presents a challenge to novices. The knowledge audit consists of a series of probes for different topics, including: 
x Past & Future: Is there a time when you walked into the middle of a situation and knew exactly how things got there and where 
they were headed? Why would this be difficult for a novice to do?
x Big Picture: Can you give me an example of what is important about the big picture for this task? What are the major elements 
that you have to know and keep track of? Why would this be difficult for a novice to do?
x Noticing: Have you had experience where part of a situation just “popped” out at you, where you noticed things going on that 
others did not catch? What is an example?  Why would this be difficult for a novice to do?
x Job Smarts: When you do this task, are there useful ways of working smart or accomplishing more with less that you have found 
especially useful?  Why would this be difficult for a novice to do?
x Opportunities/Improvising: Can you think of an example when you have improvised in this task or noticed an opportunity to do 
something better?  Why would this be difficult for a novice to do?
x Self-Monitoring: Can you think of a time when you realized that you would need to change the way you were performing in order 
to get the job done?  Why would this be difficult for a novice to do?
x Equipment Difficulties:Have there been times when the equipment pointed in one direction but your own judgment told you to do 
something else? Or when you had to rely on experience to avoid being led astray by the equipment?
2.2. Critical Decision Method
Critical decision method [9] is an interview methodology that is implemented to better understand situation awareness and 
decision-making in non-routine situations. This approach is especially valuable for examining skilled performance under time 
pressure, where there is limited opportunity for conscious deliberation. The procedure that we employed for the critical decision 
method was as follows:
x Step 1- Select an incident. The control room operators were asked to think about non-routine incidents involving unplanned 
switching that were particularly challenging.
x Step 2 – Obtain unstructured incident account. The control room operators were asked to describe the incident from the time they 
received the first alarm until the time that the incident was judged to be under control.
x Step 3 – Construct an incident timeline. After the incident was relayed, a sequence and duration of each event was established.
x Step 4 – Decision point identification. During the timeline construction, specific decisions were identified for further probing. 
x Step 5 – Decision point probing. Follow-up questions were asked about specific decisions.  Different probe types were used, 
including cues (what were you seeing, hearing?), knowledge (what information did you use?), analogues (were you reminded of a 
previous experience?), goals (what were your goals at the time?), options (what other courses of action were considered?), 
experience (what specific training or experience was necessary?) and time pressure (how much time pressure was involved in 
making the decision?).
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3. Results
A task diagram and knowledge audit (as described in the Applied Cognitive Task Analysis method) and a critical cue inventory 
(based on the Critical Decision Method) were constructed. In addition, a timeline for a previous unplanned switching event was 
generated to emphasize critical decisions and interactions during this event. As a caveat, these results are based on the inputs from 
only two control room operators.
3.1. Task Diagram
A task diagram highlighting the tasks necessary to complete unplanned switching was constructed. The diamond shapes below 
indicate tasks in which the grid operator (GO) had to make a critical decision. As can be seen in Figure 1 below, there were numerous
tasks involved with unplanned switching, several of which requiredoperator decisions. The task diagram also highlights the 
importance of operator communication with the field crew (FC) and interaction with Supervisory Control and Data Acquisition 
(SCADA) interfaces and tools.
Fig. 1 Task diagram ofunplanned switching
3.2. Knowledge Audit
A knowledge audit (see Table 1) of unplanned switching was also created. The knowledge audit is a useful way to determine the 
differences between experts and novices which could have implications for training and assessing expertise. The operators were 
asked to think of unplanned switching tasks in general when answering the questions outlined in the knowledge audit.
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Table 1. Knowledge audit of unplanned switching
Aspects of expertise Cues and Strategies Why difficult for novices?
Past & Future Ask questions, think about
possibilities, think big 
picture
Novices may not have seen 
anything like this before
Big picture Weather, time of year, 
transmission lines
Novices may not understand 
contingencies or look into 
future
Noticing All alarms, awareness for 
entire picture
Novices may only focus on 
alarms for ‘main event’ and 
miss other alarms. Might 
not have awareness for all 
that is going on.
Job Smarts Communication with field 
crew, ignore other requests 
for information on what is 
going on.
Novices are more anxious 
during unplanned switching. 
Might not make a plan 
before switching. Might not 
push back on other requests 
for information.
Opportunities/Improvising Take advantage of situation 
or equipment for other 
purposes.
Novices may not know how 
to take advantage of a 
situation.
Self-Monitoring Flexibility with situation, 
thinking/making changes on 
the fly
Novices might not be good 
at adjusting to problems and 
thinking on the fly
Equipment Difficulties Understanding what needs 
to get done now vs. what 
can wait, finishing 
important tasks at hand first 
and then dealing with less 
important tasks
Novices may not know what 
alarms have to be responded 
to right away and which 
ones you have leeway on. 
Novices might respond 
immediately to an alarm, 
which may interrupt a 
current task (and lead to 
errors).
3.3. Critical cue inventory
A critical cue inventory for unplanned switching is seen in Table 2. Again, for multiple categories, the operators emphasized the 
importance of communication with the field crew to have a complete picture of the situation. The cue inventory is beneficial for 
understanding all of the resources and cues that the operators use to perform their tasks; the operators have a multitude of resources 
to focus on and respond to during their daily tasking.
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Table 2. Critical cue inventory of unplanned switching
Cue category Description
Alarm (visual, auditory) On computer via Supervisory Control 
And Data Acquisition (SCADA)
x Intrusion 
x Communication
x Nuisance
x Normal
x Emergency situations
Printer
Control board
Phone ringing (visual, auditory) Customer calls
Field crew calls
Management
Weather (visual, auditory) Hot or cold
Sunny/clear
Wind
Snow/wintry conditions
Control board (visual) Visual of current outages/problems
Means to see entire footprint
Tool to aid in planning switches
Assists in determining number of 
affected customers
Assists in determining how to reroute 
power
Security cameras (visual) Monitoring authorized and 
unauthorized access to buildings
Monitoring hydrostations
Weather channel/news
stations/meteorology sites (visual, 
auditory)
Monitoring wind patterns
Monitoring storm developments
Radio (auditory) Field crew calls
Co-workers (visual, auditory) Communication between operators
Feedback
Email (visual, auditory) Requests from field crew
Communication with upper 
management
Communication with engineering 
department
Time of day (visual, auditory) Field crews scheduled during day
Customer usage greatest 6a-10p
Access to certain buildings restricted to 
time of day
Assists in predicting load
3.4. Timeline
In addition, a detailed timeline of an actual unplanned switching incident was developed, emphasizing operator expertise, 
decision-making and communication between the operator and the field crew. The Vermont operators were asked to choose an 
incident that they could remember in a fair amount of detail and, if possible, had supporting SCADA logs for the event.  This incident 
was chosen due to its recent occurrence, the operators’ memory of it (‘It is not every day that an outage is caused by a squirrel in a 
substation’) and the availability of SCADA logs.This incident was also pertinent in that it happened without warning during a time 
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when customer usage was high. The timeline, seen in Figure 2, was an unplanned outage involving a squirrel that met an untimely 
death in a substation. This timeline highlights the importance of communication between the operator and field crew.
Fig. 2. Timelineof unplanned switching incident involving squirrel in a substation
4. Conclusions and Future Steps
Vermont control room operators were interviewed to determine factors that are important to successful control room operations 
and, in turn, grid stability and resilience. Situation awareness, via communication with the field crews, was found to be a major 
contributor to successful operations. The operators explained that,in the control room,they only have an abstract view of the current 
situation – the field crew, who witness what is actually happening in the real world, are the eyes and ears of the operator. Thus, the 
operators’ situation awareness is highly reliant on the field crew.
Grid modernization will result in new technologies that are intended to give the operators more data - but how will this relate to 
information that they get from the crews and, particularly, how does the information flow play out during a major outage when there
is a lot going on? How will increasing automation affect that information flow and situational awareness?Will the operator start to 
rely more heavily on the higher level of automation and lose situation awareness? And, most important, what might the impact be on 
the grid itself? There is a great deal of research devoted to understanding the relationship between the human and automation [e.g., 
10, 11], including research in the aviation field that suggests an increase in or reliance on automation leads to a decrease in situation 
awareness [12] and, presumably, an increase in errors.Will this be the case for control room operations as well?
For the next stage in the project, situation awareness and automation will be studied in a naturalistic study in a Vermont 
distribution utility.Situation awareness will be measured using the Situation Present Assessment Method (SPAM [13]) in a Vermont 
distribution utility control room during normal operations. SPAM, which has not been applied to the grid control room environment,
is a real-time measure of situation awareness and measures workload, accuracy and response time.  Importantly, SPAM is also non-
intrusive so control room operations will not be hindered by data collection.Operator situation awareness and the level of automation 
in the system will be assessed. This information will inform tools and strategiesthat will help system operators adapt to a changing 
grid, respond to critical incidents and maintain critical performance skills.
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